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6. MAIN PAYMENT METHODS USED IN THE B2C AND B2B DIGITAL ENVIRONMENT

The growth of transactional activity on the Internet has gone hand in hand with the increase in the
sophistication and maturity of the means of payment. The business figures generated by electronic
commerce are, however, weighed down by the existing distrust in the use of online forms of payment,
according to all the studies carried out. At the same time, online commerce must be aware that the
greater the number of means of payment, the greater the opportunity it will have to convert its visits into
sales. In this section, we will analyze the main forms of payment, as well as their analogies and
differences.

» Typology of online payment methods.

» Advantages and disadvantages of payment methods.

» Cash on delivery.

» Virtual POS.

» Bank transfer.

» Direct debit.

» The arrival of the “wallets”: PayPal, Google Pay, Apple Pay, Amazon Pay, Facebook Pay
* Incremental sales of payment methods.

* Fraud management systems: pros and cons.

* E-commerce security : data theft and denial of service attacks .

» The PCI DSS regulation and the changes introduced by the PSD2 regulation .
* Main payment methods used in B2B environments
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We come from an era in which cash predominated...
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TYPOLOGY OF ONLINE PAYMENT METHODS

Consumers prefer cash as payment method (by age segments)
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To make way for a new landscape in which cash is just one of the possibilities
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The most appropriate forms of
payment are those that meet the

needs and expectations of your users.
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The main objective of an online payment method is to improve the shopping experience, and in
the evaluation you make of the available options, it is good to take into account how they fulfill
that objective, what advantages they offer in this regard.

Delightful
Service
Efficiency Best
Value

Quality

On-time

Delivery

Customer

Satisfaction

530
Document: MOOC Agrosmart Global www.ecommerce-news.es



AGROSMARTglobal
Ie uene"g Ea TYPOLOGY OF ONLINE PAYMENT METHODS @ INTERREG SUDOE

SOE3/P2/E0897
S y M{ ﬂ@@ MOOC Agrosmart Global
@AG ROSMART ecommercenews
global

urcpes Regicnsl Dwiogment Fund

WHICH IS THE BEST PAYMENT METHOD?

There is no payment method superior to another, since the market segments and the target
audiences are different for each company. Millennials, for example, are a public that accept certain
payment methods because they are the established ones, even if they are not the ones they prefer.
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TYPOLOGY OF ONLINE PAYMENT METHODS

WHICH IS THE BEST PAYMENT METHOD?

Three main requirements:

Make it adaptable: the customer must be able to
pay wherever they are, without obstacles.

Security: with an authentication system that
facilitates and simplifies the payment process.

That offers confidence and convenience:
something that eliminates unnecessary "steps” and
enriches the payment experience by taking
advantage of the support of traditional financial
institutions.

532

AGROSMARTglobal
INTERREG SUDOE
SOE3/P2/E0897

MOOC Agrosmart Global

rcenews

www.ecommerce-news.es



diterreg © TYPOLOGY OF ONLINE PAYMENT METHODS @ f}j}jﬁ“ﬁ%@;ﬁ
Sudoe

MOOC Agrosmart Global
AGROSMART ecommercenews

global
VISA @ o Lk oscovs
mastercard |

European Regicnsl Development Fund

AMB%E‘E\'?S 21%’&‘5 ' PGYPO’ venmo
@ Pay G Pay Y. VISAcheckou @ masterpass

B = s D

H L (Bank  przmony2s

533
Document: MOOC Agrosmart Global www.ecommerce-news.es




P AGROSMARTglobal
diterreg © TYPOLOGY OF ONLINE PAYMENT METHODS: CARDS @ INTERREG SUDOE

SOE3/P2/E0897
§ M d @ @ MOOC Agrosmart Global
@2{% RngMART ecommercenews
TWO MODALITIES:

They are the most traditional form of payment worldwide after cash
* DEBIT payment. A 2017 WorldPay study provides the data that between the two
« CREDIT they cover around 42% of consumers' intention to pay.

CREDIT CARD
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% WHAT IS YOUR PREFERRED PAYMENT WHEN SHOPPING ONLINE?

Cash on delivery

4% Credit card

Cryptocurrency
1%

Loyalty points

4 Debit card

PayPal Bank transfer

o}
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Top Online Payments Worldwide (2020)

Credit Card 22.8%
Debit Card
Bank Transfer

Cash on Delivery 3.3%
Charge & Deferred Debit Card 3.3%
Buy Now Pay Later 21%
Direct Debit l 12%
Pre-Paid Card I 11%
PostPay l 0.9%
PrePay ' 0.4%
Other | 04%

Source: worldpay.globalpaymentsreport.com
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Movements by type of card technology (%)

JUL'1S ENE"16 JUL'16 ENE"17 JUL"7 ENE"8 JUL"18

& Chip & Contactless & Banda Otros
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ADVANTAGES DISADVANTAGES
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TYPOLOGY OF ONLINE PAYMENT METHODS: CARDS

Payment is immediate.

It has a very high acceptance as a payment
method by customers.

It has become a more secure process thanks
to tokenization.

It has the trust of customers and has the
support of traditional financial institutions
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Its adaptability may not be so easy in some
environments, for example, when large
payments must be made, since many times
the cards have a limit.

Fees for merchants may vary per
transaction depending on the issuer of the
cards.
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https://www.youtube.com/watch?v=i2kjH swdyc
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The payment on delivery is a type of payment used in distance sales (by Internet, telephone
or catalog) that consists of paying the cost of the online order directly to the person who
delivers it to us at our home (the carrier), usually in cash (coins and bills).
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The cash on delivery payment was recently one of the most requested options,
however it is a trend that is declining thanks to the improvement and creation of
increasingly secure payment methods on the Internet.
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Chart 37: Most used payment methods
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When buying onling, i the possibliity 1o pay cash on dallvery (COD) Imporant far
you?
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ADVANTAGES DISADVANTAGES

*  Security for the client *  Attempts to finish delivery
* Elimination of the possibility of chargeback +  Dissent
*  High operational costs

. Commissions
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https://www.youtube.com/watch?v=WFnpGzb7IAl
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Bank transfer is a simple payment method that has the full support of traditional financial
institutions as its operation depends directly on them. They are among the top three
consumer preferences.
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One obstacle that may exist with this payment option is that customers need to have a bank
account to use it. In regions such as Latin America, where banking penetration rates of the
population do not reach 50%, it is a payment option with moderate penetration on a regional scale.
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Payment Statistics 2020

—— Card payments —— Cheques
Credit transfers —— E-money
—— Direct debits
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ADVANTAGES DISADVANTAGES

* The trust that inspires in customers by having + They usually take more than 24 hours to

the support of traditional financial institutions. become effective, so it can cause some
frustration in the shopping experience
* It provides security if data protection standards depending on the customer's expectations.

are followed.
*  Product shipments take time, as it depends on

*  There are no commissions for the seller. the total amount to be paid being received.

* The transfer verification process itself.

+ Depending on the region, banking management
and infrastructure can be an obstacle.

549
Document: MOOC Agrosmart Global www.ecommerce-news.es



diterreg H TYPOLOGY OF ONLINE PAYMENT METHODS: TRANSFERS @ INTERREG SUDOE |

SOE3/P2/E0897
S M d @ @ MOOC Agrosmart Global
&g{%RgISMART ecommercenews

urcpesn Regionsl Dwvwlogment Fund

https://www.youtube.com/watch?v=5CXfDSwPVz4

550
Documen! t: MOOC Agrosmart Global www.ecommerce-news.es


https://www.youtube.com/watch?v=5CXfDSwPVz4

diterreg © TYPOLOGY OF ONLINE PAYMENT METHODS: DIRECT DEBIT @ f}j}f%g%gfégbz‘
sﬁ‘ Md@@ MOOC Agrosmart Global
?1% ggISMART ecommercenews

Eurcpesn Regicnsl Dwiogmant Fund

() it

Company logo
or name here

Instruction to your
bank cr building scciety
o pay by Diredt Debit

With direct debit, we authorize the bank to proceed with
the payment of recurring receipts that enter us through
the bank. That is to say, the direct debit is an order that
we give to the bank so that it proceeds to pay or collect a
receipt, without us having to authorize or carry out the
monetary procedure each time.

The ()
Direct Debit
Guarantee
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Direct debit: number of transfers 2010-2017
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ADVANTAGES DISADVANTAGES

* It is avoided to go in person to a bank. * Itis important that you have a checking account.

* You can associate the direct debit with any <+ You need a SEPA mandate signed by the client
company you want. before charging.

+ They allow better control of payments and our <+  You must be careful with the existing funds in your
finances. account, as the process is automated.

*  You are free to choose the payment time.

553
Document: MOOC Agrosmart Global www.ecommerce-news.es



diterreg © TYPOLOGY OF ONLINE PAYMENT METHODS: DIRECT DEBIT @ NIERREG SUBOE.

SOE3/P2/E0897
S M d @ @ MOOC Agrosmart Global
&A{GRO{SMART ecommercenews
globa

urcpesn Regionsl Dwvwlogment Fund

https://www.youtube.com/watch?v=jfLeeyPHvIO
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Digital wallets or electronic wallets are tools that allow you to make payments online,
usually in the form of an app. The wallet securely stores virtual versions of debit and
credit cards, so you don't have to enter the physical card details or take it with you
wherever you go. They can also be used to store digital tickets and electronic vouchers.
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Google Wallet

AVAILABILITY

HOW YOU USE IT

N
@\
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NUMBER OF USERS OF SELECTED GLOBAL
MOBILE PAYMENT PLATFORMS 2017

28M 33M  34M

o o o

Chase Amazon  Samsung
Pay Pay Pay
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PAYMENT METHOD PERCENTAGE OF PERCENTAGE OF
2019 POS SPENDING 2020 POS SPENDING

Documen! t: MOOC Agrosmart Global

Digital/mobile wallets 21.5% 25.7%
Credit cards 20.9% 22.4%
Debit cards 24.3% 22.3%

Cash 30.2% 20.5%
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How digital wallets in Europe are reshaping payments
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Figure 17. Mobile payments will propel non-cash transaction growth in the coming years (billions), 2019-2023F

CAGR Growth
(19-'23F) ('19-'20F)

W Middle East  13.7%  11.6%
and Africa

B LatinAmerica 6.0% 5.6%

B NorthAmerica 2.5% 3.0%
M Europe 9.3% 6.2%

B Asia-Pacific 19.3% 13.9%

Non-cash transactions (billions)

2019* 2020F 2021F 2022F 2023F

Note:  *Non-cash transactions data for 2019 is sourced the from countries’ central banks. In case of data unavailability,
forecasted figures are used.

Sources: Capgemini Financial Services Analysis, 2020; ECB Statistical Data Warehouse, 2018 fiqures released November 2019;
BIS Statistics Explorer, 2018 figures released December 2019; countries’ central bank annual reports, 2019.
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ADVANTAGES DISADVANTAGES

Reduced risk of theft or loss of cash, by not having to -
carry it with you

Greater security when making transactions .
Time saving

Reduces the risk of fraud

They offer greater security to the user, since to access

the applications, most have measures such as facial
recognition, passwords or fingerprint use.
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In case of theft or loss of the cell phone, it is necessary
to take immediate action.

Forget the password when you have to use the
application.

Internet connection problems; what can restrict access
to the app.
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https://www.youtube.com/watch?v=sieyKqgBX4|
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PAYMENT PREFERENCE SURVEY

59.2%

ONLINE PURCHASES OFFLINE PURCHASES

SOURCE: IIMEDIA RESEARCH

Document: MOOC Agrosmart Global www.ecommerce-news.es




Sudoe

AGROSMART
global

Eurcpesn Regicnsl Dwiogmant Fund

Document: MOOC Agrosmart Global

SOE3/P2/E0897

AGROSMARTglobal
TYPOLOGY OF ONLINE PAYMENT METHODS: 3D-SECURE @ INTERREG SUDOE

The 3D-Secure...

3D-Secure is the secure protocol designed to ensure greater security and strong
authentication when using debit or credit cards to make purchases online.

It is called, depending on the type of card, "MasterCard SecureCode", "Verified by Visa"
and, in the case of American Express cards, "Safekey".

When making a transaction, you may be required to provide a special security code to the
issuing bank to authorize the transaction.

Card issuers have different ways of generating and delivering these codes to the customer.
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THE 3D-SECURE...
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A THE 3D-SECURE...

Eardholder enters e The merchant's 3-D Secure service e The issuer's 3-D Secure service provider
his or her Visa provider packages the message with determines the transaction risk and may
account details transaction data and delivers it to the prompt the cardholder to verify his or her
m issuer via authentication request identity with, i.e, a one-time password

SR EEREY RISK ASSESSMENT

weibold 3in%s 0-€

requires
additional
customer
verification

requires no
additional
customer
verification

typicall 95% of
<5% of transactions
transactions

Ceeeeeeeccecs
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™
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© Merchant submits transaction for @) Issuer sends the authentication
authorization with a flag indicating result to the merchant
the authentication result
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THE 3D-SECURE...

https://www.youtube.com/watch?v=Uhmjn6kttys
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CARD TOKENIZATION:

» Equivalent code
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CARD TOKENIZATION:

https://www.youtube.com/watch?v=iVeenkfa-0s
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HOW DOES PAYPAL WORK?

Choose from multiple Payl"al sends the monery- The money goes to
funding sources. f "‘i:"'m"w 5l 7°" s multiple destinations.

I

(wisa visa 2
L PayPal
Credit or Debit Card
f Your ’
G) PayPal |
LA Account
Bank Account l?l
Online Stores

Y

PayPal Balance
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PayPal number of users (millions)

PayPal Active Accounts (o |[mm|[ o ][ sort

BusinessQuant.com

300M

200M

100M I I I | | |
a

2015Q1 2016Q3 2017Q1 2017Q3 2018Q1 2018Q3 2015Q1 215Q3 2020Q1 2020Q3

Active Accounts

roveredty Business {zuant
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S PAYPAL - NEW SERVICES:

PayPal

CREDIT

If PayPal is linked to your credit If PayPal is not linked to your If you are not ready for great new
line: credit line: features:

@ ©

both of your accounts your credit line and PayPel your account on billmelater.com

572
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PayPal working Capital RESOURCES -~ FAQS  TERMS AND CONDITIONS

Pay as you grow with PayPal Working
Capital

Flexible payments '
One affordable fixed fee },
No credit check #

Funding in minutes

C P Watch How It Works )

Ready to get started?
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A PAYPAL - NEW SERVICES- CREDITS FOR COMPANIES:

Annual PayPal Sales Desired Loan Amount

This is one of the factors we use to Try different amounts to understand
estimate your loan. It's okay to guess. how the numbers change.

%< 100,000 % 10,000

Repayment

Percentage One-time Total to be
percentage

you keep fixed fee repai

@

30% 70% $449 $10,449

25% 75% $545 $10,545

20% 80% $693 $10,693

15% 85% $953 $10,953

10% 90% $1,529 $11,529
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B PAYPAL - NEW SERVICES- CREDITS FOR COMPANIES:

https://www.youtube.com/watch?v=jf6eSZasQ4Y
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OPERATION OF AN IPSP:

How a PSP works

> >
S —

Customer enters Transaction PSP verifies customer's PSP transfers funds PSP sends transaction
card details and request sent to card details and from customer's notification to you and
clicks "Pay". payment gateway. availability of funds. account to your your customer.

merchant account.

PG 1 Books
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T — MAIN PROVIDERS OF PAYMENT METHODS MARKET:

°Sabadell

D docomo digital

7% Comercia Global Payments

pay Hi,gl" | asy

Zworldpay Braintree

5 Sipay easypay  stripe

Smart Payment Solutions today, not tomorrow:
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THE CHINESE MARKET IS A PIONEER:

eeeee HFHH{Z = 15:57

£ WeChat B HRETE

10 59 EFE

news

eeeee Orange = 11:15

< Chats (1) roommates (4)

- ! Siece Choo

‘3 ST
L

-

=

e 5

Siece Choo

Guys, | have paid the
rent of Oct

Jordi &4

Ok thanks
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/’/WeChat in China AN INTEGRATED APPLICATION THAT OFFERS:
" When an app "Rules

Them All"

+ Send text/voice messages to friends « Playing video games

* Share on social networks + Send money to your friends ("Hong
+ Follow celebrities and brands Bao" or “red envelopes®)
« Book a taxi « Pay bills (electricity, restaurants,
o o ®  Order takeout etc.)
ke e ok Tonve . Appointment at the doctor " Find geolocated coupons

* Read newspaper articles

g = © * Buy movie tickets
Wi ABITE & . .
Weaith OrdorTaxi  Uniities Meet foreigners near you

S &3 3

W HER ES 3]
City Services Movie Tickets Meili Shuo

& = £

AR T s WeChat is a "Swiss Army Knife" of services that brings together the services of
JD Specials Card Repay Lucky Money

= " 0o Facebook, WhatsApp, Messenger, Venmo, Grubhub, Amazon, Uber, Apple Pay and

AUk 3 3 L2 Q7
Air/Train Tickets  Group Buy QQ coins

Go Dutch Charity
/= @D

AARLIR

many other services from Western companies in a single application.

Bias
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MOBILE AS OMNIPRESENT ON-OFF DEVICE
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TWO COMPLEMENTARY SYSTEMS

1‘ Quick

Response
Code

NFC

NEeAr Feio CoMMUNICATION

Tap NFC Enabled Scan QR Code
Smartphone
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TWO COMPLEMENTARY SYSTEMS

https://www.youtube.com/watch?v=Dr5QUDTa7xI&t=56s
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THEY ARE ALREADY BANKS... SINCE 2015

Alibaba-affiliated MYbank given green light to open

=

Tencent-Backed WeBank Begins Trial
Operation

WeBank
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Jsing blockchain technology to enhance
remittances in the Philippines

E2 Alipay k™ @ clove GCash - S
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EVERYONE WANTS A PAID STRATEGY: GOOGLE.

womes el [x]

-
B women's hoodies B htps //wwngoogle.cos

RS weo  sacos m R ‘ e Thank you for your order.

womars ho

Shop on Gongle

¥ by
048 FC R Y

w S2rng ket A

o hope K Your arder wil o shipeing from Under Asmour:

Q@ Supping saoruss

Woman's Hospital| esceptional care. ce1 IANE DOF 1608 ANPYITHTATRT PHWY

womar's hoodies K o : = Women's UA Favorite Fleeos Hoodie

qgwertyuiop

B Shipoirg method:

ehawd Lynn
§54.99 FREX Starctard 3124 dupe

Ralph Laurer® Hoodies
RalphLaus

Upta
Today

asdfgh|jk./|
Hoodies for Women | Old Navy - Free
Women's UA Favorite Fleece Hoodie

5 g 5 sl B s Aot ot reven
P ot waren 1 $54.99

The Central Bank of Ireland has given green light to the US group to manage credit cards,
make online transfers and carry out foreign exchange operations.
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T GOOGLE SHOPPING: THE FIRST STEPT
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EVERYONE WANTS A PAID STRATEGY : FACEBOOK.

What Facebook’s Surprise Hire of PayPal’s David
Marcus Means for Both Companies

APPS | FACEBOOK

PayPal’s Christina Smedley to
Lead Communications for
Facebook Messenger
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EVERYONE WANTS A PAID STRATEGY: FACEBOOK.

AL R v e

Orgingl Cosst C . mamact @ Original Corst O . wawace @

Cheeckout

= Hi Meredith, well let you know -
The Classic Whits Dutton Up . when The Clisskc White Button ’ The Cleseic White Button Up
‘ s U2 19 back in stook. Large. White. Sotton ahin

’ﬂ 58995 Plezea let us know if you

q haven any more questions
[ l ] The Clageie White..

Confirration

5 daeraremal m
Vigs 1224 .
\ Dovid Marous, 1 Haskor Woy Menio Fark, GA
| Hacker Wey 3

Mark Pak CA w028 The Classkc Witite Button Up

See Aecsipt

Ativte Secanty PIN

www.ecommerce-news.es
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EVERYONE WANTS A PAID STRATEGY: FACEBOOK.

Instagram quietly launches
payments for commerce

Payment Settings < Payment Settings < Payment Settings

Profile y Security

Payment Methods Security
Add Del PIN
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EVERYONE WANTS A PAID STRATEGY: APPLE.

+1(212) 823-9600

httpd/wwwaholefoodsmarket com

& Pay
10 Calumbus Cir

Unit SC101

New York, NY 10019-1158
United States

TAM=-11PM
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DO USERS ADOPT CRYPTOCURRENCIES?

VISA @&  Obitcoin PCEGE

LIRS Centralized regional Distributed global Lower cost
STRUCTURE networks controlled by network that process transactions with
large companies and verify transactions fewer middlemen

Transactions routed Transactions routed
ROUTING AND via unsynchronized and settled near-

I EMENT systems; multi-day instantly,peer-to-peer,
settlement like cash

Faster settlement

PAYMENT Pull payments, Push payments, Reduced fraud
MODEL reversible irreversible and chargeback risk

Global community of

TECHNOLOGY Proprietary Open source developers
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HOW DO CONSUMERS PAY VIA MOBILE?

0,9
0,8
0,7
0,6
0,5
0,4
0,3

0,2

0,1

Apple Pay Samsung Pay Google Pay
77% 17% 6%

(0]

M Seriel
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AND THE TELECOMMUNICATIONS OPERATORS?

TELCO "

Communications intermediary

rmeaary 1111

Finance intermediary

ID
Mechanism

Customers uniquely identified
by bank account number

Customers uniquely identified
by phone number

@

Value
Exchange

Give the bank money, and they
store the value as bank balance

Give the telco money, and they
)| store the value as airtime

@

Telcos operate agents that permit

Banks operate agents that permit -
-1~} buying of prepaid vouchers and SIMs

® Agency
deposits and withdrawals

Network

Banks let you transfer
money

P2P Value ( ' Telcos (mostly) let you
Transfers \'4n transfer airtime

Customer
Scale

Banks typically have millions
of customers

Telcos typically have millions
of customers

Banks are regulated by a =(;
central body, usually the . &)
central bank ¥

Telcos are typically regulated by a
central body, usually the
communications authority

Regulated
Industry
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TELECOMMUNICATIONS COMPANIES ENTER FINANCIAL SERVICES

Card Schemes Alternative Payment Methods (APM) Direct Carrier Billing

S &
Jeleforiica 5

SAMSUNG

P PayPal *"3Gy

@ Fwy watn Ao | "P,_‘;y Q

n
7% TURKCELL 7,7 StarHub

bouygues
vodafone o "

SOFORT |Foctrnamce
S pA = paysafe

Selected Payment Partners

www.ecommerce-news.es
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OBVIOUSLY AMAZON IS NOT FAR BEHIND...

amazon pay

= Jlms amazon

S:g!‘: Up

payments
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w2~ THE EVOLUTION OF PAY-PER-VOICE

First Choice for Performing Searches

- Moblle Browser

- Search Window on Phone

. Volce Search
. Search Engine App

. Friend Via Text or Messaging App

(D) STONE TEMPLE
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THE EVOLUTION OF PAY-PER-VOICE

Consumers prefer voice-pay for low value purchases

Order Lunch

Grocery Shop

Pay Taxi
= I 2 5% Buy Transit Ticket

E
S I 250 Buy Sport/Cinema Tickets
o I 24 % Buy Clothing
°
';, I 2 3% _Buy Household Items.
c

Book Flights

Buy a Vacation

_Buy Furniture

e e 3 33% _______None of These
40% 45% 50%

Source: PaySafe Group Lost In Transaction Study
Question: For which of the following would you be happy to use voice recognition (i.e., no password) to
authorize a payment, whether this is on your smartphone or Smart Home device?
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Industries

Insurance

Banking

Government
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WHO IS IN CHARGE OF FRAUD MANAGEMENT?

The company itself
*  The acquiring bank
A third company contracted by the company

ecommercenews

00010100010
1000101 10100101101
0101000101011100100110
610701 1101010010001 0100100
TN IS0 I
11000101 1010010100101001 1010
10100100101000 100151010001
10)001030010001 100
01001010010101%
10010100100
o000t
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KEY FEATURES FOR FRAUD MANAGEMENT SYSTEMS

1. Team Management

Chances are that you’re not trying to mitigate risk by yourself. If you are part of a
fraud detection team, you’ll need to be able to all access the platform, without
stepping on each other’s toes.

So you’ll need to be able to create multiple logins for your team, with various
permission levels.
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KEY FEATURES FOR FRAUD MANAGEMENT SYSTEMS

2. Integration Flexibility

Some businesses will need a full end-to-end fraud prevention solution. Others will only need
certain modules to create multi-layered security that accomplishes the following:

Enrich data
Meet scalability issues

Patch holes in the line of defense
Accelerate manual reviews
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KEY FEATURES FOR FRAUD MANAGEMENT SYSTEMS

3. Data Enrichment

Modern online businesses don’t have the luxury of long onboarding processes and lengthy
credit checks as it increases churn. This is true of any vertical, whether you’re a
cryptocurrency exchange, an iGaming operator, or a loan provider.

So how do you get a complete picture of your users with minimum amounts of effort on their
part? With data enrichment. Quite simply, it’s a process that will take user-submitted data
points, link them to external databases, and give you a better idea of who you’re letting join
your platform.
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KEY FEATURES FOR FRAUD MANAGEMENT SYSTEMS

4. Predictive Risk Scoring

A key component of your prevention tool will be risk scores. These are calculated using a set
of rules, for instance:

*  Users who attempt too many login attempts in a row increase risk
»  Visitors using TOR and virtual machines which increase risk

For these rules to function, however, you need two things: a lot of user data, and the ability
to test the results.
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KEY FEATURES FOR FRAUD MANAGEMENT SYSTEMS

5. Custom Rules, Fields and Parameters

Of course, you also want the ability to create custom rules. These are essential for
improving fraud prevention efforts, as they let you:

*  Adapt to new attack vectors
*  Uncover fraudsters who have learned the latest ways to imitate legitimate customers
+ Detect fraud attacks that are very specific and don’t follow a larger pattern
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KEY FEATURES FOR FRAUD MANAGEMENT SYSTEMS

6. Machine Learning Engine

Manually creating risk-predicting rules and testing them works wonders for most businesses.
But how do you ensure you can scale your efforts when attacks increase in frequency and
sophistication?
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KEY FEATURES FOR FRAUD MANAGEMENT SYSTEMS

7. Real Time Results and Dynamic Friction

In fraud prevention, time is of the essence. If a fraudster can slip through the net and
process a transaction with a stolen credit card number, it’s already too late. You risk losing
goods, paying hefty chargeback rates, failing to meet anti-fraud regulations and even paying
fines for it.
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9 POPULAR FRAUD MANAGEMENT SYSTEMS ALTERNATIVES

@SEON Products v UseCases v Resources v Developers v Company v Pricing v ‘ Loglne

Customer connhactions
A P oddross

B rhone

Fight against o =

m
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In this case, the scammers assume the identity of another person, sometimes in really
sophisticated ways, and for various purposes. In the case of e-commerce, we can find
consumers who use a credit card in another name and make purchases with an identity that is
not theirs.
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G Identity Theft Reports by Age all DEFINE FINANCIAL

Age 100K 200K 300K 400K Theft Reports

19 and under 23,651
190,916
306,090
302,678
244,183
123,112

39,009
80 and over 9,915

20-29

30-39

40 - 49

50- 59

60 - 69

70-79
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Most Common Types of Identity Theft

5 629 Credit Cerd Fraud 133015 reports
60,0 55,1
514 497
50,0 Employment or tax-related fraud 82051 reports
40,4
40,0
30,0 218 25,1 2 Phone or utilities fraud 55045 reports
23197, 4 a2t
200 14814359 .
A0 I I I 7054 45 I Bank fraud 50517 reports
0.0 Emm

Porque o tramitd Porfalta de Por no disponer de Por estar Porque no hab@a  Porotras razones
por Internet otra habilidadeso firma o certificado preocupado por Ja servido disponible Loan or lease fraud 30034 reports
persona en mi conocimient os electronco o por protecciony via pagina web
nombre (gestor tener problemas  seguridad de los
asesor fiscal, con los mismos datos personales

G 1t d or benefits fraud 25849 reports

familiar, conocido)

www.ecommerce-news.es

Document: MOOC Agrosmart Global



AGROSMARTglobal
INTERREG SUDOE

miterreg H
Sudoe

‘AGROSMART
global

European Regicnsl Development Fund

SOE3/P2/E0897
MOOC Agrosmart Global

DATA THEFT IN E-COMMERCE: PHISING @

ecommercenews

This term comes from the English word “fishing”,
and referring to fraud we get the meaning “fishing
the user”. The idea is to deceive us in order to
obtain, in most cases, usernames/passwords and \
bank details, using false websites.

Personal
Many of us will have received the typical email from

our bank (or another), commenting that they have
updated systems and require a new access on our
part to finish activating the account (for example),
or offering us some new service, which takes us to a
website that appears to be from the bank, but in
fact, it is not.
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— Malware sites = = Phishing sites
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Document: MOOC Agrosmart Global www.ecommerce-news.es



miterreg H DATA THEFT IN E-COMMERCE: PHISING @ TERREG oot
Sudoe

MOOC Agrosmart Global
& 2{((5) lg((l)lSMART ecommercenews

Surcpesn Regicnal Doveloement Fund

https://www.youtube.com/watch?v=XBkzBrXlle0
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A more sophisticated Phishing. To be victims of pharming, it is necessary for the attacker
to manipulate our machine or the intermediate DNS server. The objective is to modify the
DNS addresses so that the user accesses a website that is apparently the same as the one of
the entity to which he was going (in the case of a bank), and even with a credible URL (or
even the original one). By accessing our data, they are automatically sent to the offender.
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ATTACKER

® ¢
INJECTS FAKE !
DNS ENTRY :

FAKE WEBSITE

ISSUES REQUEST REQUEST RESOLVES
T0 REAL WEBSITE T0 FAKE WEBSITE

CLIENT

DNS SERVER
REAL WEBSITE
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1 Phishing

- Pharming
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It is Phishing using the telephone or voice over IP (VolIP). The goal is to capture
private personal and financial information of the victim.

VISHING,
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ﬁ83%

of survey respondents said they
experienced phishing attacks
in 2018.

An increase from
76% in 2017

: MOOC Agrosmart Global
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LI

experienced vishing (voice phishing)
and/or smishing (SMS/text phishing)
in 2018.

An increase from
45% in 2017

627
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The objective is to gain our trust to obtain private information, through techniques such as the
following:

* A prior entry to be able to collect the prize.

* Ask us for the email so that they can put us in their 300 servers sending 300 spam emails
(without us knowing).

Examples:

"You won a Mediterranean cruise! Click on the following link to redeem it."

«You have been the winner of the third prize in our contest, and the prize is €/51000, click on the
following link and fill in your details to receive the prize»

Document: MOOC Agrosmart Global www.ecommerce-news.es



AGROSMARTglobal
INTERREG SUDOE
SOE3/P2/E0897
MOOC Agrosmart Global

iterreg E DATA THEFT IN E-COMMERCE: SCAM @
Sudoe

‘&%gg}ISMART ecommercenews

European Regicnsl Development Fund

CONGRATULATIONS!
(1) $1000 Amazon Gift Card

() is reserved just for you, Facebook User!

Step 1 Click the “CONTINUE" button to claim your prize.
Step 2: Enter the correct information on the next page to claim your prize.

e You only have 4 minutes 14 seconds to claim your prize!

amazon

D Unpersonalized phrasing B Wording that sounds urgent
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— internet Scamming is on The Rise
Internet scams filed with the BBB Scam Tracker

12,680

2015 2018

@ ® @ * as of August 13, 2018 StatiSta 4

*atistaCharts Source: BBB
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— Year-to-year comparison in topical scams’ figures (June)

¥ No.ofcase Monetary Loss (HKSmillion) B No.ofcase M Monetary Loss (HKSmillion)
(Jun 2020) (Jun 2020) (Jun 2021) (Jun 2021)

lelephane Deceptinn Email Scam Onlina Romance Scam Investment Fraud Financial Intermediaries

(Corporate Leval) Deception
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SMISHING IS THE MOST COMMON
MOBILE-BASED PHISHING

Other
11.7%
Ecommerce
53% °

Dating
6.1%

@ Social Media

SRot 16.4%

6.3%

Productivity
10.2% °

Gaming
11.3% °
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LESS THAN 35% OF THE POPULATION KNOWS
WHAT SMISHING IS

% of people who can define what smishing is

50% p=-
40%
30% [
20% |
10% |

0% :
Age: 18-22 yrs 23-38 yrs - Over 55 yrs

‘Q SafetyDetective
,/v
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https://www.youtube.com/watch?v=R12 y2BhKbE&t=1s
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The Payment Card Industry Data Security Standards (PCI DSS) set the minimum data security
parameter.

PCI DSS is the international security standard for all entities that store, process, or transmit
cardholder data or sensitive authentication data.

PCl regulations establish a basic level of protection for consumers and help reduce fraud and
data breaches within the entire payment ecosystem.

It applies to any organization that accepts or processes payment cards.

\Pci

Payment Card Industry (PCl)
Data Security Standard

Security
Standards Council
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3 important aspects:

* Manage the receipt of consumer credit card data, i.e. collect and transmit sensitive card
data in a secure manner.

Store data securely, as described in the 12 security domains of the PCl standard, for
example, through encryption, continuous surveillance, and security verification of access to
card data.

Annually validate that the necessary security controls are working, which may involve
forms, questionnaires, external vulnerability scanning services, and third-party audits.
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https://www.youtube.com/watch?v=szZVmMxWORBc
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PSD2 is a European regulation on electronic payment services. Its objective is to
increase the security of payments in Europe, promote innovation and encourage the
adaptation of banking services to new technologies. With it, the importance that the
world of 'APIS' or ‘Application Program Interface’ is acquiring in different financial sectors
is highlighted once again.
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Two main news:

1.  The opening by banks of their payment services to third party companies, the so-
called TPPs (Third Party Payment Service Providers).

the introduction of new security requirements, known as Strong Customer
Authentication (SCA). This implies the use of two authentication factors in banking
operations that previously did not require it, including payments and access to
accounts online or through apps, as well as a stricter definition of what can serve as
an authentication factor.
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APIM

E-COMMERCE PISP DATA MANAGEMENT

MERCHANTS FINTECHS

- -
T
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THE CHANGE WITH THE PSD2 REGULATION

Scope

» Geographical & currency extension
regarding regulated transactions

* Inclusion of third party providers

» Clarification and extension of def.

Complaints management

» Standardization of
internal complaints
management processes

» Deadlines for complaints
resolution

Security

» Security requirements
(network and information
security directive)

» Security mechanism
and stricter consumer
authentication

» Reporting of security
incidents (EBA)

\
/

5

PSD Il

Consumer protection

» Obligation to inform
on payment initiation
service fees

» Liability with regard
to unauthorized
transactions

» Refund right with regard
to SDD

-
\

Access to infrastructure

Regulation of payment
initiation services
(provider)

Requlation of account
information services
(provider)

Transparency

+ Central access point
for payment services
at EBA (information
on registered payment
services of PSP)
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https://www.youtube.com/watch?v=gspBKKTTQ1k
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Cumo e o i Share of corporates using or interested in selected emerging B2B payments services

worldwide in 2019, by company size

54%

Real-Time Payments {RTP)
beiide 55%

43%

Same-Day ACH 45%
o

36%
34%

36%

Blockchain (i.e. Ripple, Chain)

SWIFT
gl 16%

36%
Faster Payments Service (UK) 8%

21%
Visa B2B Connect
13%

o,

Prepaid card 21%
11%

Other 0%

Unsure

® Small @ Large

646
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B2B Payment Methods by Region (% of Values)

¥ Card

® Other

¥ Direct Debit

¥ Credit Transactions
B Cheque

W Cash

APAC Europe LatAm NA Global

100%

90%

80% -

70%

60%

50% 7

40%

30%

20%

10% 1

0% -

[ Source: Thinking Beyond Plastic (MasterCard Advisors 2013) ]
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https://www.youtube.com/watch?v=0Cyre60zYJQ
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