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COURSE CONTENT (VII)

7. LEGAL AND TAX ASPECTS OF THE DIGITAL BUSINESS

Navigate in the stormy legislative ocean is one of the most critical issues when starting an online
business. The numerous (and growing) legal obligations applicable to the online world require a
detailed study in order to familiarize the student with the legal framework. A correct legal
compliance will provide our website with the consecutive increase in trust in users.

•Personal data protection. Compliance with legal principles : information, consent, access to data
by third parties , security measures ,etc.

• Regime of advertising communications: latest news.
• Use of cookies: legal regime .

•Requirements for online contracting : legal conditions for delivery and return products.
•Tax aspects of e-commerce : direct taxation vs indirect taxation Application of VAT in e-
commerce. The new regulatory framework of 2021 .
•Customs legislation applicable to international e-commerce
•Regime of services provided electronically.
•Other applicable laws : Intellectual Property, Electronic Signature, etc.
•Application in mobile environments.
•Examples of application of specific regulations applicable to agri-food sector:

•Examples from the USA market

•Examples from the Chinese market
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THE GDPR CHALLENGE

• GDPR: The new general data protection regulation

• Entered into force in May 2016

• Compulsory application for all companies in the European Union since 2018.

• It gives citizens greater control and security over their personal information in the digital
world. The GDPR extends your rights to decide how you want your data to be managed and
how you want to receive information from companies.
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THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

WHAT IS PERSONAL DATA?

It is all information about an identified or identifiable natural person, whether it is
a name, an ID, location data, an online identifier or one or more elements of the
physical, physiological or genetic, psychic, economic, cultural or social identity of
said person. Implying differences with respect to the old Organic Law on Data
Protection.
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THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

GREATER TRANSPARENCY.

More transparency with the people whose information is accessed. From now
on, with the new European data protection regulation, companies must explain
to the users from whom they collect their data, why they are collecting them
and demonstrate that these data are only being used for the purposes
explained.
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THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

GOODBYE TO TACIT CONSENT.

Users will have the ability to withdraw their consent and delete the
information from the company's servers. Tacit consent is over. The new
general data protection regulation requires many more controls to ensure that
whoever transfers their data does so with full knowledge. From now on,
companies must review and redo the set of contracts and clauses.
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THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

COMPANIES ARE RESPONSIBLE FOR SECURITY.

Each company is the one that determines the levels of risk in which it incurs and the
measures that must be adopted to guarantee that the information of any person is properly
keeped and it is used correctly. Homogeneity in data security is over. No one should be
wondering "what is GDPR". We are all responsible.
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THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

PROACTIVITY IN THE COMMUNICATION OF SECURITY BREACHES.

Act proactively in the communication of failures. In the event of a data leak, the
data controller must notify the security flaws to the Data Protection Agency of
your country within 72 hours. This expert will have to have an effective system to
make the report or to communicate the leak to those affected, in case there is
any risk to their rights.

AGROSMARTglobal
INTERREG SUDOE 
SOE3/P2/E0897 
MOOC Agrosmart Global

Document: MOOC Agrosmart Global www.ecommerce-news.es
656



THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

NEW FIGURE OF THE DPO

The general data protection regulation encourages the creation of the new figure
of the Data Protection Officer or data protection delegate. An essential figure in
the new European regulation and whose mission is to identify all possible risks and
look for solutions. Its presence is mandatory for all public administrations and in
those organizations with large-scale data processing. It can be internal or external
to the company.
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THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

NEW REQUIREMENTS FOR DATA OF MINORS.

The new regulation considers that parental consent will be required to process
data of children under 16 years of age in online services. Member States can
legislate to lower the age of consent, although in no country can the requirement
of parental consent be lower than 13 years.
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THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

NEW CERTIFICATIONS

The personal data protection regulation pays special attention to the
implementation of certification schemes and opens up various possibilities for
their management. The certifications can be granted by the data protection
authorities, both individually and collectively from the European Committee,
or by accredited entities.

AGROSMARTglobal
INTERREG SUDOE 
SOE3/P2/E0897 
MOOC Agrosmart Global

Document: MOOC Agrosmart Global www.ecommerce-news.es
659



THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

PRIVACY BY DESIGN & BY DEFAULT

Technological Measures for Privacy by design and by default. The new
data protection regulation establishes that all projects, whether
commercial, creating a web page, developing a technological
environment, etc.; must evaluate from the beginning of its design and
by default the risks that it may entail for the privacy of the personal
data that it will incorporate. In addition, you must verify that the
necessary measures have been put in place to eliminate or mitigate
them and, finally, that at all times the data processing complies with
the data protection regulations in force.
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THE GDPR CHALLENGE: WHAT COMPANIES NEED TO CONSIDER

ADAPTATION OF THE REGULATION TO EACH COMPANY

Due to all the changes regarding the Organic Law on Data Protection, some
guides have been prepared with instructions where concepts, methodology,
examples and models to follow, recommendations and even lists of possible risks
of non-compliance and security are established. They are not standard guides
but must be adapted to each company with the help of an external professional.
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THE GDPR CHALLENGE
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THE GDPR CHALLENGE

https://ec.europa.eu/justice/smedataprotect/i
ndex_es.htm
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THE GDPR CHALLENGE
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THE GDPR CHALLENGE
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THE GDPR CHALLENGE
AGROSMARTglobal
INTERREG SUDOE 
SOE3/P2/E0897 
MOOC Agrosmart Global

Document: MOOC Agrosmart Global www.ecommerce-news.es
666



THE GDPR CHALLENGE

https://www.youtube.com/watch?v=kLFFnAONHvU
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LATEST ADVERTISING COMMUNICATIONS

DO I NEED THE CONSENT OF THE RECIPIENTS TO SEND ADVERTISING?

As a general rule, the consent of the recipients is required to send them advertising. However, in
accordance with the RGPD, and Law 34/2002, on Services of the Information Society, there are
situations that legitimize the sending of advertising without the need for consent.
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LATEST ADVERTISING COMMUNICATIONS

DO I NEED THE CONSENT OF THE RECIPIENTS TO SEND ADVERTISING?

Specifically, a company can send advertising when its recipients have previously
become customers, since it is considered that there is a legitimate interest of the
company in the processing of its customers' data for marketing and advertising
purposes. In any case, the advertising sent must be related to products or services
similar to those that were initially contracted by the client.
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LATEST ADVERTISING COMMUNICATIONS

WHAT RISKS AM I EXPOSED TO IF THE ADVERTISING I SEND IS NOT LEGAL?

The consequences for sending advertising can consist of large fines and serious reputational
impacts. Thus, for example, an infraction for carrying out SPAM (sending unsolicited
advertising) can lead to the imposition of a penalty of up to 150,000 euros in accordance with
the Law and, in accordance with the RGPD, the sanctions could be of a higher amount, being
able to reach up to 4% of the annual turnover of the previous year or 20 million euros.
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WHAT HAPPENS WITH COOKIES?
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WHAT HAPPENS WITH COOKIES?

Non-exempt cookies - it is necessary to inform and obtain
consent, both for own cookies and those of third parties,
which process data for any purpose other than those
mentioned.

Example: cookies used to perform usability analysis or
"analytics" of the website or in the advertising of the
website or application or even of the products or services
of the company in any other website or application.

Examples of exempt cookies, whether their own or from 
third parties. They are those used for the sole purpose of:
• User input
• User identification authentication session
• User security
• Media player session
• Load cookies
• Customization of the user profile
• Social Sharing Plugin
• Shopping basket
• The filling of forms

Any website that wants to use cookies must first obtain consent to install a cookie on the
computer or mobile device.
Not all cookies require user consent.

In January 2017, the European Commission proposed a new Regulation on the privacy of electronic
communications (ePrivacy). It will replace the 2002 Electronic Communications Privacy Directive (the
"cookie law").
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WHAT HAPPENS WITH COOKIES? COOKIE POLICY PAGE

The following information must be included in the cookie policy:

a) Definition and generic function of cookies.

b) Information about the type of cookies used and their purpose.

c) Identification of who uses cookies

d) Information on how to accept, deny or revoke consent for the use of cookies

e) Where appropriate, information on data transfers to third countries made by the editor.

g) Data retention period

f) When profiling

h) In relation to the rest of the required information

A LINK TO A PAGE WITH THE COOKIE POLICY AND THE ABILITY TO CONFIGURE AND REJECT
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ADVERTISING/REMARKETING COOKIES

Sites that use these types of services
(for example, remarketing /
retargeting) must respect applicable
laws when providing information to
the user through the privacy policy of
the site, which requires prior
consent.

AGROSMARTglobal
INTERREG SUDOE 
SOE3/P2/E0897 
MOOC Agrosmart Global

Document: MOOC Agrosmart Global www.ecommerce-news.es
674



ADVERTISING/REMARKETING COOKIES

WHAT IS RETARGETING/REMARKETING?
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ADVERTISING/REMARKETING COOKIES

https://www.youtube.com/watch?v=9x9FrtAI4M8
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BASIC ELEMENTS OF THE ONLINE STORE: ELECTRONIC CONTRACTING

•Consumer contract: habitual residence of the consumer.
•Contract between businessmen: It is presumed to be held in the place where 
the service provider is established, but the parties may agree on any other 
place.

PLACE OF CONCLUSION OF THE CONTRACT:

•Unless otherwise agreed by the parties, the seller must execute the order 
within a maximum period of thirty days from the day following the day on 
which he received the notification from the buyer.

DELIVERY TIMES:

•From the day the buyer receives the product, you have 14 business days to 
return the product.

RETURN PERIODS:
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BASIC ELEMENTS OF THE ONLINE STORE: DIRECT TAXATION
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BASIC ELEMENTS OF THE ONLINE STORE: INDIRECT TAXATION
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BASIC ELEMENTS OF THE ONLINE STORE: TAXATION
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BASIC ELEMENTS OF THE ONLINE STORE: TAXATION

NEW AMAZON SERVICES
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BASIC ELEMENTS OF THE ONLINE STORE: TAXATION

VAT ON ONLINE SERVICES

The VAT Mini One Stop Shop (MOSS) is an optional scheme that allows VAT, a tax generally due
in several EU countries, to be settled in a single EU country.

Providers of cross-border telecommunications, television and radio broadcasting services or
cross-border digital services to persons who are not taxable persons are eligible for the scheme.
The services contemplated in the one-stop mini-window system are, among others:

• Website hosting
• Supply of computer software
• Database access
• Download apps or music
• Online games
• Long distance education.

MOSS: Mini One Stop Shop
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BASIC ELEMENTS OF THE ONLINE STORE: TAXATION

https://www.youtube.com/watch?v=y-c8i846994
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CUSTOMS REGULATIONS FOR INTERNATIONAL E-COMMERCE

Customs and e-commerce go hand in
hand, so if we want to bet on
international sales, we must bear in mind
the customs tax for e-commerce when
billing the online store.

AGROSMARTglobal
INTERREG SUDOE 
SOE3/P2/E0897 
MOOC Agrosmart Global

Document: MOOC Agrosmart Global www.ecommerce-news.es
684



VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS

Case: Peter manages the order from a warehouse in Spain. 
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VAT APPLICATION REGULATIONS

In this case it 
does not apply
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VAT APPLICATION REGULATIONS

In this case it DOES apply
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VAT APPLICATION REGULATIONS

Stock in Germany –
PANEUROPEAN Logistics Program
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS
AGROSMARTglobal
INTERREG SUDOE 
SOE3/P2/E0897 
MOOC Agrosmart Global

Document: MOOC Agrosmart Global www.ecommerce-news.es
695



VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS

Consignment value < 150 EUR Consignment value > 150 EUR

01 02
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS

VAT to be paid by AMZ: 20,83€. 
VAT to be paid by Peter: 0,00€
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VAT APPLICATION REGULATIONS
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VAT APPLICATION REGULATIONS
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CUSTOMS REGULATIONS FOR INTERNATIONAL E-COMMERCE

WHAT IS CUSTOMS TAX?

This customs tax is that part of the taxes that are accrued as a result of the import or export
of the products. And, depending on the intended use of the package, customs officials may
add additional taxes and charges for handling such merchandise.
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CUSTOMS REGULATIONS FOR INTERNATIONAL E-COMMERCE

WHAT IS CUSTOMS TAX?
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CUSTOMS REGULATIONS FOR INTERNATIONAL E-COMMERCE

WHAT IS THE CUSTOMS TAX FOR?

o To monitor and control the entry and exit of goods and means of transport across 
borders, territorial waters or airspace.

o Determine and collect tax obligations.

o Prevent illegal imports and exports.

o In order to achieve the prevention, prosecution and punishment of customs offenses.

o Guarantee the health and living conditions of citizens.

o Provide statistical information.

o Promote and protect economic development.
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CUSTOMS REGULATIONS FOR INTERNATIONAL E-COMMERCE

WHAT IS THE CUSTOMS TAX FOR?

To apply the customs tax for e-commerce,
the merchandise must come from a different
customs territory and the merchandise must
be definitive, that is, it is intended for
consumption and is not something temporary.
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CUSTOMS REGULATIONS FOR INTERNATIONAL E-COMMERCE

WHAT ARE THE CHANGES AS OF JULY 1 2021?

1. New single threshold across the EU.

Existing thresholds for distance sales of goods to buyers from other EU Member States (€35,000 or
€100,000, depending on the Member State) will be abolished and replaced by a new threshold of
€10,000 for the entire European Union.

Below this threshold, you will still be able to apply the Spanish VAT regulations to your cross-border
sales. If your sales exceed this threshold, you will be required to pay VAT in the Member State where
your buyers are located. But you can easily register at the Single Window (OSS), where you can
declare and pay the VAT due in other Member States.
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CUSTOMS REGULATIONS FOR INTERNATIONAL E-COMMERCE

2. End of import VAT exemption.

The VAT exemption for the importation of goods whose value does not exceed 22 euros will be
eliminated. Consequently, all goods imported into the EU will be subject to VAT.

The Single Import Window (IOSS) was created to facilitate and simplify the declaration and
payment of VAT on distance sales of goods imported into the EU whose value does not exceed 150
euros.

By registering with IOSS, your customers will appreciate that the price they pay represents the
final price, including VAT, without additional charges or fees.

If you do not register with the IOSS, the VAT will be paid by your customer when importing the
goods into the EU.

AGROSMARTglobal
INTERREG SUDOE 
SOE3/P2/E0897 
MOOC Agrosmart Global

Document: MOOC Agrosmart Global

WHAT ARE THE CHANGES AS OF JULY 1 2021?

www.ecommerce-news.es
709



INTELLECTUAL PROPERTY

INDUSTRIAL AND INTELLECTUAL PROPERTY ARE TWO DIFFERENT THINGS…

Ø Industrial property mainly governs products, consumer goods, patents and utility models,
distinctive signs and designs.

Ø Intellectual Property - the most mentioned in movies and television series - governs the
authorship of a creation: a composition, a book, a poem, a painting, in short, any
"intellectual property", that is, something born of creativity human and with intangible
value, that can be considered a creation of the spirit with part of the personality of the
creator and that, in principle, is not intended to be mass produced.
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INTELLECTUAL PROPERTY AND E-COMMERCE

To protect the intellectual property rights on the internet of an e-commerce company, it
is important to first register the brand, register the domain name and the content of the
website, the latter elements protected by copyright. Then, the content of the site must
be defined, have a notice that supports ownership, indicate what browsers can or cannot
do with the content and, finally, control access to information.
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INTELLECTUAL PROPERTY AND E-COMMERCE

It is also important to carry out an inventory of your intellectual property assets to define
what elements the company has as patents (active, applications or inventions); elements
that constitute copyright such as computer programs, designs, works of art, music,
photos, among others; distinctive signs such as logos, trade names and product names;
trade secrets such as product formulas, customer lists, technical improvement plans; and,
finally, contracts.
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INTELLECTUAL PROPERTY AND E-COMMERCE
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INTELLECTUAL PROPERTY AND E-COMMERCE
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INTELLECTUAL PROPERTY AND E-COMMERCE

https://www.youtube.com/watch?v=EQsZf2G4Sdc
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THE ELECTRONIC SIGNATURE

The electronic signature is a set of electronic data that
accompany or are associated with an electronic
document and whose basic functions are:

q Identify the signer unequivocally

q Ensure the integrity of the signed document. It
ensures that the signed document is exactly the
same as the original and that it has not been
altered or tampered with.

q Ensure non-repudiation of the signed document.
The data used by the signatory to perform the
signature is unique and exclusive and, therefore,
later, it cannot say that it has not signed the
document.
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THE ELECTRONIC SIGNATURE: THE BASIC PROCESS

The basic process followed for the electronic signature is as follows:

1. The user has an electronic document (a spreadsheet, a pdf, an image, even a form on a web
page) and a certificate that belongs to him and identifies him.

2. The application or digital device used for the signature makes a summary of the document.
The summary of a large document can be as short as a few lines. This summary is unique and
any modification of the document also implies a modification of the summary.

3. The application uses the private key to encrypt the digest.

4. The application creates another electronic document containing that encrypted summary.
This new document is the electronic signature.

The result of this entire process is an electronic document obtained from the original document
and the signer's passwords. The electronic signature, therefore, is the same resulting electronic
document.
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THE ELECTRONIC SIGNATURE: PRACTICAL UTILITIES

It provides three characteristics in Internet communication: signer identification, data
integrity and non-repudiation.

Some examples of operations that can currently be performed using the digital signature
are:

ü Realization of the Declaration of Income through the Internet.

ü Applications in the electronic administrative records

ü Work life request.

ü Reception of electronic notifications.

ü Email signature.

ü Signature of electronic invoices.
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AGRI-FOOD SECTOR REGULATIONS: USA

The US agri-food market is, quantitatively and qualitatively, among the most important in
the world: with more than 310 million potential customers -50 of them Spanish-speaking-, it
is also a benchmark in the introduction of novelties and sets trends both from the consumer
as well as distribution and marketing perspective.
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AGRI-FOOD SECTOR REGULATIONS: USA

• There are regulations on 168,000 products.

• Technical development is very exhaustive and there are specific protocols for
shellfish, juices and pulps, low-acid packaging, acidified foods… It is not enough to
say 'I want to export cheese': you have to find out if it is white or blue, what animal
the milk comes from , since all these factors will condition the procedures for your
import/export.
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AGRI-FOOD SECTOR REGULATIONS: USA

IT IS IMPORTANT TO KNOW THE CHANNELS...

Distribution is “very professional, micro-
segmented and with a significant commitment
to marketing.

The majority of sales are made in retail
stores, known as the 'off site channel', while
the rest are produced in the food service or
'on site' channel, which encompasses all the
points where the product is consumed
directly, as is the case of bars, restaurants,
etc.

AGROSMARTglobal
INTERREG SUDOE 
SOE3/P2/E0897 
MOOC Agrosmart Global

Document: MOOC Agrosmart Global www.ecommerce-news.es
723



AGRI-FOOD SECTOR REGULATIONS: USA

AFTER HAVING THE PRODUCT AND KNOWING THE CHANNELS, THE FDA COMES INTO 
PLAY…

The FDA (Food and Drug Administration). This body regulates the entry of pharmaceutical
products, vaccines, medical devices, cosmetics, biologicals, medicines and animal feed.

The FDA has offices outside the United States (in Europe it is in Brussels), although almost all
procedures are centralized in the US. All food offered for importation into the United States
must meet the same requirements as domestic products and any other specific requirements
related to the product, labeling, registration...

Depending on our product, we may also have to take into account another body, the USDA,
which regulates part of the food, specifically everything that has to do with poultry, meat or
food that contains more than 2% meat.
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AGRI-FOOD SECTOR REGULATIONS: USA

PRODUCTS

What basic requirements will the FDA require of our products?

• If they are innocuous (safe);

• If they are free from contamination (microbial, chemical, dirt,…);

• If they have been manufactured under good practices;

• If they are properly labeled

• and if they comply with the required administrative rules and 
procedures (registration, prior notice,…).
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AGRI-FOOD SECTOR REGULATIONS: USA

REGISTRATION OF ESTABLISHMENTS

The business must also register with the Food and Drug Administration's registry of
establishments.

Who has to sign up?

Each of the facilities. If you have two factories, or if one factories and the other packs, you
have to register both. If you sell your product under another brand, the brand name is also
required to register. However, if you have several brands, then a single registration is fine
because they all belong to the same manufacturer.

Registration is free if done by the same company.

• They need a “US resident agent”. A person who functions as the point of contact between
the FDA and the exporting company. The Spain-US Chamber of Commerce offers this
service.

• Renew registration every 2 years. There is a registration period in even years.
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AGRI-FOOD SECTOR REGULATIONS: USA

PRIOR NOTICE

q The 'prior notice' or prior notice is the communication to United States Customs that a
product is going to arrive.

q All entries that include food or dietary supplements, including samples and entries to
the Free Zone or en route to another country, require prior notice.

q For international mail tickets, notice is given before shipment is made and a
confirmation receipt must accompany the ticket.

q Prior notice can be sent electronically.
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AGRI-FOOD SECTOR REGULATIONS: USA

In the event that the authorities consider that the product cannot enter the US, an AD
(Administrative Detention) will be made.

- If it has occurred because the product has a prohibited ingredient, you should try to send
the product back or destroy it.

- If it has been caused by a labeling error, it will have to be corrected. New labels can be
printed and attached to the product.

- An AD review can also be done if the company believes the product is safe.
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AGRI-FOOD SECTOR REGULATIONS: USA

LABELLING

The products need to be correctly labelled. The information on the labels can be divided
into four sections:

- PDP (Principal Display Panel). The face of the product. It must clearly indicate what
is being sold.

- Information Panel. You must inform about the ingredients, place of origin, etc.

- Nutrition information panel.

- Allergen information.
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AGRI-FOOD SECTOR REGULATIONS: USA

TRADEMARK PROTECTION IN EEUU AND EUROPE

If the company decides to register its trademark, they recommend that a lawyer be
used to guide a little on what can be registered and what cannot. The presentation
makes it very clear.
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AGRI-FOOD SECTOR REGULATIONS: CHINA
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AGRI-FOOD SECTOR REGULATIONS: CHINA
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AGRI-FOOD SECTOR REGULATIONS: CHINA

WHAT PRODUCTS CANNOT BE EXPORTED TO CHINA?

• Products that require a bilateral protocol that has not been reached or those whose
ingredients have to pass a risk analysis cannot be exported.

• With all products whose ingredients require traceability controlled by the Chinese
authorities, dairy or meat, the exporter must be authorized by said authorities to
introduce their products in China. The process takes a little over a year from the
start until the authorized companies are published
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AGRI-FOOD SECTOR REGULATIONS: CHINA

WHAT PRODUCTS CAN BE EXPORTED TO CHINA?

• In general terms, products with reduced sanitary risk or products with previous
export history.

• For food products with higher risk such as meat, fresh produce, live animals and
plants, etc.; The opening of the Chinese market implies the need to establish
bilateral negotiations between the Chinese health authorities and those of the
exporting country.

• The AQSIQ, competent agency, does not negotiate more than one product per
country at the same time
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AGRI-FOOD SECTOR REGULATIONS: CHINA

SANITARY AND PHYTOSANITARY MEASURES

• Food Safety Law or Food Safety Law 2015

• Entry and Exit Animal and Vegetable Quarantine Law

• Law on Supervision and Management of the Inspection and Quarantine of Import and
Export Food

• Specific Regulation of the Supervision and Management of Food Safety and Other
Products of the Council of State
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